
    

    

    
    
  Be Social, But Stay Safe

 

    

  Social media is a huge part of daily life for most young people. From Facebook and Instagram to Snapchat, Twitter and TikTok, it seems like everyone is signed up to at least one of these awesome online communities! It's easy to see why – social media platforms are a great place to connect with friends, discover new things, share photos and videos, and be creative.

  But social media can have downsides and dangers too, and it's important you know what the risks are and how to handle them in order to stay safe while having a good time online. Read on to discover top tips to help you enjoy social media both smartly and safely.

 


    

  Many social media sites don't allow users under the age of 13 to join unless they have their parents' permission. Before you roll your eyes, don't lie about your age – these restrictions are put in place to protect you! Be sure to talk to your parents first if you think you're ready to create an account.

 

  


    

    

    
    
  Protect Personal Information

   

 

    

  Sharing information online is fun! It can be great to connect with others and talk about the things you like, such as your favourite movies, music, hobbies, pets and activities – but it's important to be aware of just how much you are revealing about yourself on the web. Remember that the information you share online is not only visible to your family and friends, but to anyone else in the world, too! So take care with what you share. Certain kinds of information should always be kept personal. Never share your last name, home address, date of birth, phone number, school name or password without your parents' permission.

 

    
  When creating usernames, do not include personal information like your last name, age or address anywhere in the name. It's a good idea to use a nickname instead of a real name, and an avatar instead of a real picture.

 

  


    

    

    
    
  Keep It Private

 

    

  Privacy settings on social media are there for a reason – to protect you! These settings help you control what information others can see about you, and restrict who can view and post on your profiles. As soon as you create an account on any social media platform, you or an adult should set the privacy controls before you start using it, otherwise people you don't even know will be able to see your posts and personal info. It's best to only share content with people you know and trust, so make sure your profiles are set to "private" mode, and always choose the "friends only" option.

 

    
  Check your privacy settings regularly. Social media networks often change and update their sites and apps, so you'll want to make sure your profiles are still as secure as they can be.

 

  


    

    

    
    
  Take 'Stranger Danger' Seriously

 

    

  It's fun to connect with new people through social media, but always play it safe and only accept friend requests from people you know in the real world. Remember that online strangers are still strangers. Just like you'd be really careful about talking to a stranger in real life, never "friend", "follow" or chat with complete strangers online – no matter how nice they may seem. It can be very easy for people to disguise their true identity online, and unfortunately, people are not always who they say they are!

 


    
  Never agree to meet up in person with anyone that you have only met online, unless you have your parents' permission. Even then, take a parent with you and meet in a public place.

 

  


    

    

    
    
  Think About Your Photos

 

    

  It's easier than ever to share photos, selfies and videos online with just the click of a button – but do take some time to think about the kind of content that is appropriate to share before you hit "post". Only share photos and videos that show you and your friends in a positive light. Once content is uploaded online it's out of your control – it can quickly and easily be copied or reposted and spread to a large audience. As a general rule, you shouldn't post or privately send any photos or videos on social media that you wouldn't want a parent or teacher (or thousands of strangers) to see.

 


    
  Turn off the GPS location settings on social media sites, otherwise people may be able to see exactly where you are when you post photos or share content online. The location information you share could potentially allow a stranger to find you.

 

  


    

    

    
    

  What Goes Online Stays Online

 

    
  Did you know that one of the biggest threats to you online could actually be... you? Though it may not seem like a big deal now, the way you present yourself online can have long-lasting consequences. Anything you put online is almost impossible to remove later – even if you think you have deleted it! Your posts, photos, comments, likes and shares all instantly become a part of your "digital footprint". Posting inappropriate, embarrassing, offensive or even illegal content can not only affect your online reputation and land you in big trouble right now with your parents, teachers or even the law, but could also come back to haunt you in later life. Remember, anyone can Google you, including college admissions officers and potential employers ...

 

    
  Protect your reputation and invest in your future by using social media wisely. Always THINK before you post:

   

  T – is it True?

  H – is it Helpful?

  I – is it Inspiring?

  N – is it Necessary?

  K – is it Kind?

 

  


    

    

    
    
  What Is Cyberbullying?

 

    

  Cyberbullying is bullying that takes place using technology, and is one of the most common risks for young people using social media. This form of bullying includes behaviour such as sending or sharing hurtful or threatening messages, spreading rumours, excluding others, "hacking" into someone else's social media account, setting up fake profiles or humiliating others by sharing embarrassing photos or mean posts. There's a feeling of "anonymity" in sitting behind a screen, which can lead people to post things online that they would never normally say in person. But just because bullying takes place online, it doesn't make it any less real or upsetting.

 


    
  Help make the online world a kinder place by respecting others and taking responsibility for your actions online. Never post any content that you wouldn't want posted about yourself. Don't say anything online that you wouldn't say face-to-face, and resist peer pressure to gang up on others. If you do see someone being cyberbullied, take action by reporting the post or telling an adult!

 

  


    

    

    
    
  How to Cope with Cyberbullying

 

    

  Cyberbullying can be extremely upsetting. Unlike bullying in the real world it can be hard to escape, as it doesn't always stop at the end of the school day. If you, or someone you know, are experiencing cyberbullying, there are things that you can do to help deal with the situation and take the power back from the bullies. Firstly, resist the urge to respond or be mean back – most of the time the bully is looking to get a reaction and you will be giving them exactly what they want. Instead, save evidence of the messages by taking screenshots. Use the "report" function available on all social media sites to alert site administrators to the offensive content or behaviour. Finally, block the sender so they can no longer contact you or see your profile.

 


    
  Remember that you don't need to deal with online bullying alone. Even if you find it difficult to talk about, it's important to tell a parent or a teacher at school if somebody is bothering you online.

 

  


    

    

    
    
  Don't Fall for Scams

 

    

  Cybercriminals operate on social media networks hoping to gather personal information like email addresses, passwords, bank details and friends' names to use in their scams. They often create fake apps and links designed to look like something you and your friends might be interested in. To avoid falling for a scam, always think before you click. Never click on links or attachments from people you don't know, and be wary of messages that appear to be from your friends but have no personal message attached. Likewise, don't click on pop-up ads or questionnaires, or download any 'free' stuff unless you have asked for an adult's permission first. The wrong link or download could infect your device with a virus or allow criminals to access your accounts and steal your information.

 


    
  Use different logins and passwords for different sites and keep them to yourself.

  Seriously, don't share your password with anyone but your parents – not even your best friends!

 

  


    

    

    
    
  Mental Health

 

    

  Social media can have a negative effect on young people's mental health, sometimes leading to lower self-esteem, anxiety, loneliness and even depression. Luckily, there are ways you can reduce the negative impacts social media might have on your mental and physical health. For one, pay close attention to the way being online makes you feel and always turn to a trusted adult for support, especially if you find yourself feeling upset or worried about anything you see online. Your mental wellbeing may be affected by the content you look at online, the interactions you have with others, by comparing yourself to other people, and the amount of time you spend on social media each day.

 


    
  It's tough not to compare ourselves with others when all we see on social media are 'perfect' pictures of happy people having fun, but remember that not everything you see online is reality. People tend not to post updates about their failures and mistakes, or when they're feeling sad. Instead, social accounts show a highly 'edited' version of someone's life that can seem much more exciting than it actually is!

 

  


    

    

    
    
  Limit Your Screen Time

 

    

  No matter how much fun you might be having, it's important to limit the amount of time you spend 'plugged in' to social media each day. People who use social media for three or more hours a day are far more likely to suffer from negative mental health effects than those who use it for two hours a day or less. Those who spend lots of time online are also more likely to see upsetting content, become a victim of cyberbullying, or even develop an Internet addiction. Limit your screen time to under two hours a day, and don't ever let it get in the way of important real life activities such as family time, socialising face-to-face, school work, playing outdoors, meal times and sleep.

 


    
  If your family has rules about when it is and isn't OK to go online – obey them! Even if they don't, it's a good idea to take control of your own social media habits and spend time having fun in the 'real world', too!

 

  


    

    

    
    
  Use Social Media for Good!

 

    


  There's no denying that when used with care, social media can be amazing! Now that you know how to keep yourself safe online, you can make the most of all the benefits it has to offer! Why not use social media to do something productive, for yourself or for a good cause. Here are some ways you can use your social media platforms for good:

   

   

 

    
  * Develop connections with other people who share your ideas and interests.

  * Find out about the world and share information and resources with others.

  * Get support from your friends and be a source of support for others.

  * Enhance your creativity by sharing ideas, music, videos and art.

  * Raise awareness for a cause you are passionate about.

  * Get involved with a campaign or charity.

  * Showcase your talents and achievements.

  * Develop a positive digital footprint that will benefit you later in life.
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OEBPS/main.js
function fadePopup() {
  const popup = document.getElementById("popup");

  window.setTimeout(() => {
    popup.className = "";
  }, 500);
}

function clickAreaHandler(evt) {
  evt.preventDefault();

  const word = evt.target.dataset.word;
  const popup = document.getElementById("popup");
  popup.innerText = word;
  popup.style.top = `${evt.y}px`;
  popup.style.left = `${evt.x}px`;
  popup.className = 'visible';

  const audio = document.getElementById("audio");
  audio.src = `audio/words/${evt.target.dataset.audio}`;
  audio.play();
}

const audio = document.getElementById("audio");
audio.addEventListener('ended', () => {
  fadePopup();
});

const areas = document.getElementsByTagName("area");
for (const area of areas) {
  area.addEventListener("click", clickAreaHandler)
}




version https://git-lfs.github.com/spec/v1
oid sha256:7d9d2bd80d6a83b9b62a9225236c0d9b4743b4cd03a2e2849f299ce816c24e55
size 56336
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OEBPS/pt/toggle.js
(function () {
  var ACTIVE = '-epub-media-overlay-active', NS = 'http://www.w3.org/1999/xhtml';
  var T = 420, HIT = 64, TW = 52, TH = 40;
  function el(tag, cls) { var e = document.createElementNS(NS, tag); if (cls) e.setAttribute('class', cls); return e; }
  function css() {
    var st = el('style');
    st.textContent =
      '@keyframes pt-out{0%{transform:scale(1,1);opacity:1;animation-timing-function:cubic-bezier(.55,0,.8,.3)}' +
      '48%{transform:scale(1,.05);opacity:1;animation-timing-function:cubic-bezier(.55,0,.8,.3)}' +
      '100%{transform:scale(.03,.05);opacity:0}}' +
      '@keyframes pt-in{0%{transform:scale(.03,.05);opacity:0;animation-timing-function:cubic-bezier(.2,.7,.35,1)}' +
      '52%{transform:scale(1,.05);opacity:1;animation-timing-function:cubic-bezier(.2,.7,.35,1.04)}' +
      '100%{transform:scale(1,1);opacity:1}}' +
      '@keyframes pt-pop{0%{transform:scale(.2);opacity:0}65%{transform:scale(1.12);opacity:1}100%{transform:scale(1);opacity:1}}' +
      '@keyframes pt-unpop{0%{transform:scale(1);opacity:1}100%{transform:scale(.2);opacity:0}}' +
      '.pt-fold{position:absolute;left:0;top:0;width:100%;height:100%}' +
      '.pt-fold.pt-closing{animation:pt-out ' + T + 'ms both}' +
      '.pt-fold.pt-opening{animation:pt-in ' + T + 'ms both}' +
      '.pt-fold.pt-collapsed,.pt-fold.pt-collapsed *{visibility:hidden!important;opacity:0!important;pointer-events:none!important}' +
      '.pt-shade{position:absolute;left:0;top:0;width:100%;height:100%;pointer-events:none;' +
      'filter:drop-shadow(0 2px 3px rgba(0,0,0,.16))}' +
      '.pt-shade>.pt-panel{box-shadow:none}' +
      '.pt-panel.pt-dogear{-webkit-clip-path:polygon(0 0,100% 0,100% calc(100% - var(--pt-s)),calc(100% - var(--pt-s)) 100%,0 100%);' +
      'clip-path:polygon(0 0,100% 0,100% calc(100% - var(--pt-s)),calc(100% - var(--pt-s)) 100%,0 100%)}' +
      '.pt-flap{position:absolute;pointer-events:none;filter:drop-shadow(-1px -1px 1.5px rgba(0,0,0,.35))}' +
      '.pt-hit,.pt-tab{position:absolute;z-index:6;padding:0;margin:0;cursor:pointer;-webkit-tap-highlight-color:transparent;' +
      'touch-action:manipulation;background:none;border:0}' +
      '.pt-hit{width:' + HIT + 'px;height:' + HIT + 'px}' +
      '.pt-tab{width:' + TW + 'px;height:' + TH + 'px;box-sizing:border-box;border-radius:14px;background:var(--pt-fill);' +
      'border:2.5px solid var(--pt-edge);display:flex;align-items:center;justify-content:center;gap:4px;visibility:hidden;' +
      'box-shadow:0 2px 6px rgba(0,0,0,.3)}' +
      '.pt-tab::before{content:"";position:absolute;left:10px;bottom:-9px;width:12px;height:12px;background:var(--pt-fill);' +
      'border-right:2.5px solid var(--pt-edge);border-bottom:2.5px solid var(--pt-edge);border-bottom-right-radius:3px;' +
      'transform:rotate(45deg) skew(8deg,8deg)}' +
      '.pt-tab i{display:block;width:6px;height:6px;border-radius:50%;background:var(--pt-edge);pointer-events:none}' +
      '@keyframes pt-dot{0%,60%,100%{transform:translateY(0)}30%{transform:translateY(-4px)}}' +
      '.pt-tab.pt-on i{animation:pt-dot 1.2s ease-in-out infinite}' +
      '.pt-tab.pt-on i:nth-child(2){animation-delay:.15s}.pt-tab.pt-on i:nth-child(3){animation-delay:.3s}' +
      '.pt-tab::after{content:"";position:absolute;inset:-12px}' +
      '.pt-tab.pt-on{visibility:visible;animation:pt-pop 320ms cubic-bezier(.3,.7,.4,1) both}' +
      '.pt-tab.pt-off{visibility:visible;animation:pt-unpop 140ms ease-in both}' +
      '@media (prefers-reduced-motion: reduce){.pt-tab.pt-on i{animation:none}}' +
      '.pt-hit:focus-visible,.pt-tab:focus-visible{outline:3px solid #fcc128;outline-offset:2px}';
    (document.head || document.documentElement).appendChild(st);
  }
  function guard(e) {  // taps on our controls must not turn the page or reach the picture's word areas
    ['mousedown', 'mouseup', 'pointerdown', 'pointerup', 'touchstart', 'touchend'].forEach(function (t) {
      e.addEventListener(t, function (ev) { ev.stopPropagation(); }, false);
    });
  }
  function control(cls, label) {
    var b = el('button', cls);
    b.setAttribute('type', 'button');
    b.setAttribute('aria-label', label);
    guard(b);
    return b;
  }
  function after(e, cls, fn) {  // run fn when e's animation ends (or after T ms if animations are off)
    var done = false;
    function end() { if (done) return; done = true; e.classList.remove(cls); fn && fn(); }
    e.addEventListener('animationend', end, { once: true });
    setTimeout(end, T + 120);
  }
  function colours(panel) {  // the panel's colour, opaque, and a contrasting edge (a see-through panel: white)
    var m = (getComputedStyle(panel).backgroundColor.match(/[\d.]+/g) || [255, 255, 255]).map(Number);
    if (m[3] === 0) m = [255, 255, 255];
    var fill = 'rgb(' + m[0] + ',' + m[1] + ',' + m[2] + ')';
    var dark = 0.2126 * m[0] + 0.7152 * m[1] + 0.0722 * m[2] < 140;
    return { fill: fill, edge: dark ? '#f2f2f2' : '#5b6470' };
  }
  function wrap(box) {
    var fold = el('div', 'pt-fold');
    while (box.firstChild) fold.appendChild(box.firstChild);
    box.appendChild(fold);
    return fold;
  }
  function setup(box, panel) {
    // blocks sharing this panel (merged: stacked close together) fold with it, towards the same point
    var sid = panel.getAttribute('data-pt-sid'), more = [], at = [];
    var marks = sid ? document.querySelectorAll('.pt-member[data-pt-lead="' + sid + '"]') : [];
    for (var j = 0; j < marks.length; j++) at.push(marks[j].parentNode.getBoundingClientRect());
    var lead = box.getBoundingClientRect();
    for (j = 0; j < marks.length; j++) more.push(wrap(marks[j].parentNode));
    var fold = wrap(box);
    var extra = [];  // a merged group's other panels: one shadow around the whole shape
    for (var e = panel.parentNode.firstChild; e; e = e.nextSibling)
      if (e.nodeType === 1 && e.classList.contains('pt-extra')) extra.push(e);
    if (!panel.classList.contains('drawn')) {  // the shadow moves onto a layer so the cut corner keeps it
      var shade = el('div', 'pt-shade');
      panel.parentNode.insertBefore(shade, extra[0] || panel);
      for (j = 0; j < extra.length; j++) shade.appendChild(extra[j]);
      shade.appendChild(panel);
    }
    var L = panel.offsetLeft, Tp = panel.offsetTop, W = panel.offsetWidth, H = panel.offsetHeight;
    var S = Math.round(Math.min(13, H / 4));  // small: inside the padding, never over the text
    function paint() {
      var c = colours(panel);
      box.style.setProperty('--pt-fill', c.fill);
      box.style.setProperty('--pt-edge', c.edge);
    }
    paint();
    document.addEventListener('pt-theme', paint);  // the reader picked another text background (switch menu)
    panel.style.setProperty('--pt-s', S + 'px');
    panel.classList.add('pt-dogear');
    fold.style.transformOrigin = (L + W / 2) + 'px ' + (Tp + H / 2) + 'px';
    for (j = 0; j < more.length; j++)
      more[j].style.transformOrigin = (lead.left - at[j].left + L + W / 2) + 'px ' + (lead.top - at[j].top + Tp + H / 2) + 'px';
    var folds = [fold].concat(more);
    function each(fn) { for (var q = 0; q < folds.length; q++) fn(folds[q]); }
    var flap = el('span', 'pt-flap');  // the folded-over corner: paper underside, a little darker
    flap.setAttribute('aria-hidden', 'true');
    flap.style.width = flap.style.height = S + 'px';
    flap.style.left = (L + W - S) + 'px';
    flap.style.top = (Tp + H - S) + 'px';
    flap.style.background = 'linear-gradient(to bottom right, rgba(255,255,255,.95) 0%, var(--pt-fill) 30%, ' +
      'color-mix(in srgb, var(--pt-fill) 82%, #6b5a45) 49.5%, transparent 50%)';
    panel.parentNode.insertBefore(flap, panel.nextSibling);
    var hit = control('pt-hit', 'Hide text');
    var tab = control('pt-tab', 'Show text');
    for (var k = 0; k < 3; k++) tab.appendChild(el('i'));
    hit.style.left = (L + W - S / 2 - HIT / 2) + 'px';
    hit.style.top = (Tp + H - S / 2 - HIT / 2) + 'px';
    tab.style.left = (L + W / 2 - TW / 2) + 'px';
    tab.style.top = (Tp + H / 2 - TH / 2) + 'px';
    box.appendChild(hit);
    box.appendChild(tab);
    var busy = false;
    function collapse() {
      if (busy || fold.classList.contains('pt-collapsed')) return;
      busy = true;
      hit.style.visibility = 'hidden';
      each(function (f) { f.classList.add('pt-closing'); });
      setTimeout(function () { tab.classList.add('pt-on'); }, T * 0.7);
      each(function (f) { after(f, 'pt-closing', function () { f.classList.add('pt-collapsed'); }); });
      setTimeout(function () { busy = false; }, T + 130);
    }
    function expand() {
      if (busy || !fold.classList.contains('pt-collapsed')) return;
      busy = true;
      tab.classList.remove('pt-on');
      tab.classList.add('pt-off');
      setTimeout(function () { tab.classList.remove('pt-off'); }, 160);
      each(function (f) { f.classList.remove('pt-collapsed'); f.classList.add('pt-opening'); after(f, 'pt-opening'); });
      setTimeout(function () { busy = false; hit.style.visibility = ''; }, T + 130);
    }
    hit.addEventListener('click', function (ev) { ev.preventDefault(); ev.stopPropagation(); collapse(); });
    tab.addEventListener('click', function (ev) { ev.preventDefault(); ev.stopPropagation(); expand(); });
    // read-aloud: a box collapsed before the reading reached it opens when its first word is read;
    // a box the reader closes while it is being read stays closed (they chose to look at the picture)
    var reading = false, keepClosed = false;
    hit.addEventListener('click', function () { if (reading) keepClosed = true; });
    tab.addEventListener('click', function () { keepClosed = false; });
    if (window.MutationObserver) {
      var mo = new MutationObserver(function () {
        var now = false;
        each(function (f) { if (f.getElementsByClassName(ACTIVE).length) now = true; });
        if (now && !reading && !keepClosed && fold.classList.contains('pt-collapsed')) expand();
        if (!now && reading) keepClosed = false;
        reading = now;
      });
      each(function (f) { mo.observe(f, { subtree: true, attributes: true, attributeFilter: ['class'] }); });
    }
  }
  function run() {
    var panels = document.querySelectorAll('.pt-panel:not(.pt-extra)');
    if (!panels.length || document.querySelector('.pt-hit')) return;
    css();
    for (var i = 0; i < panels.length; i++) setup(panels[i].parentNode, panels[i]);
  }
  if (document.readyState === 'loading') document.addEventListener('DOMContentLoaded', run); else run();
})();
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